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1. [bookmark: _heading=h.8dxwyrrm2fwj]Purpose
It is the policy of LKP SECURITIES LTD  that any attempted or successful unauthorized access, use, disclosure, modification, or destruction of information, or interference with the operation of information systems, shall be promptly identified, assessed, and addressed.
This policy establishes a structured, consistent, and regulatory-compliant framework for the detection, reporting, investigation, response, and recovery from information security incidents.
The Incident Management Policy is designed to:
· Ensure business systems can quickly and efficiently recover from security incidents.
· Minimize loss, theft, or compromise of sensitive data.
· Reduce downtime and disruption of critical services.
· Provide a systematic approach for managing incidents in compliance with SEBI CSCRF, CERT-In, and other regulatory requirements.
· Ensure timely notification and engagement of all relevant stakeholders.

2. [bookmark: _heading=h.mkrbk7huj5bp]Scope
This policy applies to:
· All LKP SECURITIES LTD employees, contractors, interns, third-party vendors, and service providers who use or have access to LKP SECURITIES LTD’s information systems, networks, or data.
· All technology assets, including on-premises systems, cloud platforms, endpoints, trading infrastructure, APIs, and internet-facing applications.
· All types of incidents, including but not limited to:
· Denial-of-service (DoS) attacks
· Malware infections (viruses, worms, ransomware)
· Unauthorized access or privilege escalation
· Data breaches or unauthorized disclosure of sensitive data
· Insider threats or malicious insider activity
· System or application compromise
· Misuse of corporate systems or services

3. [bookmark: _heading=h.ecj65n88klkc]Roles and Responsibilities
[bookmark: _heading=h.8l1v0wqbry9f]3.1 IT Committee
· Oversees incident management processes.
· Ensures alignment with regulatory requirements.
· Approves major incident reports and lessons learned.
· Escalates incidents to senior management and regulators when necessary.
[bookmark: _heading=h.2gkqptefgwsl]3.2 Incident Response Team (IRT)
· Led by the BOARD OF DIRECTORS or designated Incident Manager.
· Responsible for investigating and resolving incidents.
· Coordinates with SOC analysts, IT security staff, and business units.
· Maintains documentation for all incidents in the Incident Register.
[bookmark: _heading=h.y61aox3rdva4]3.3 SOC Analysts / Security Team
· Monitor alerts and security events 24/7.
· Detect, classify, and escalate potential incidents.
· Provide technical investigation support.
· Apply containment and mitigation measures under Incident Manager guidance.
[bookmark: _heading=h.lavw1gygl995]3.4 Business Unit Heads
· Ensure staff report incidents promptly.
· Cooperate with the Incident Response Team during investigations.
· Implement corrective measures in their departments.
[bookmark: _heading=h.zc52q61jbu6v]3.5 Compliance Officer
· Ensures incident management practices meet SEBI CSCRF, CERT-In, and other mandates.
· Prepares and submits regulatory incident reports as required.

4. [bookmark: _heading=h.5rhfd7xftlxz]Incident Classification
All incidents must be classified to ensure an appropriate response:
	Severity Level
	Description
	Example
	Response Time

	Critical
	Major impact to operations, sensitive data breach, or regulatory violation
	Ransomware attack, massive data theft
	Immediate, within 15 minutes

	High
	Significant operational disruption or targeted attack without confirmed breach
	DoS attack on trading system
	Within 30 minutes

	Medium
	Limited impact, no confirmed data loss
	Malware infection on a workstation
	Within 2 hours

	Low
	Minor incident, no operational or data impact
	Phishing email attempt
	Within 24 hours



5. [bookmark: _heading=h.hvz9ap6x34bd]Incident Management Process
[bookmark: _heading=h.7yirbkot6ubk]5.1 Detection and Reporting
· Incidents may be detected by automated systems (SIEM, IDS/IPS), end-users, SOC analysts, or third parties.
· All suspected incidents must be reported immediately via:
· Incident Reporting Portal
· Email to incident@plindia.com
· SOC hotline number
· Reports must include time, location, system affected, and description of suspicious activity.
[bookmark: _heading=h.h4y9jwz19hcw]5.2 Triage and Classification
· SOC analysts assess severity and potential impact.
· Incident Manager assigns classification (Critical/High/Medium/Low).
· Escalation is performed for Critical or High incidents.
[bookmark: _heading=h.3bm8cveb1y69]5.3 Containment
· Short-term: Isolate affected systems, disable compromised accounts, block malicious IPs.
· Long-term: Apply patches, reconfigure firewalls, and strengthen security controls.
[bookmark: _heading=h.zicke45zk9g2]5.4 Investigation and Analysis
· Collect logs, memory dumps, and network traffic data.
· Identify attack vector and affected systems.
· Determine the scope of data compromise.
[bookmark: _heading=h.ybl2qnxw93ba]5.5 Eradication
· Remove malicious code or unauthorized access points.
· Apply patches and updates to vulnerable systems.
[bookmark: _heading=h.q09a1tbk9u0z]5.6 Recovery
· Restore systems from clean backups.
· Monitor systems closely for signs of reinfection.
· Validate integrity and functionality before returning to production.
[bookmark: _heading=h.djaipco6tigz]5.7 Post-Incident Review
· Conduct root cause analysis.
· Document lessons learned.
· Update security controls and incident response plans.

6. [bookmark: _heading=h.u06ipy2uac5b]Communication and Escalation
· The BOARD OF DIRECTORS or Incident Manager will notify senior management immediately for Critical incidents.
· Regulatory bodies (SEBI, CERT-In) will be informed within mandated timelines.
· Clients and affected stakeholders will be notified where required by law.
· Internal communications will be managed through official channels only.

7. [bookmark: _heading=h.2px3grsjg4pu]Documentation and Records Management
· All incidents must be logged in the Incident Register with the following:
· Date and time detected
· Reporter details
· Incident description
· Actions taken and timeline
· Final resolution
· Incident documentation will be retained for minimum 8 years to meet regulatory requirements.

8. [bookmark: _heading=h.k07mhht5sjc]Testing and Maintenance
· [bookmark: _GoBack]The Incident Management Plan shall be tested at least twice per year via table-top exercises or live simulations.
· Results will be documented in the Incident Drill Register.
· This policy will be reviewed annually or after major incidents.

9. [bookmark: _heading=h.z87xtvnmswhl]Compliance
· Non-compliance with this policy may result in disciplinary action, including termination of employment or contracts.
· Failure to report incidents may result in penalties under applicable laws.

10. [bookmark: _heading=h.8erqrhzvt3u]Policy Review and Approval
This policy will be:
· Reviewed annually by the IT Committee
· Approved by the BOARD OF DIRECTORS.
· Updated immediately if regulatory requirements change.
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